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All networking equipment depend
» End users (PCs, laptops, sma
» Switches

» Routers

» Wireless access points

» Firewalls

Internetwork Operating System (10S)
» Collectionof networkoperating systemsused on devices



Operating System

CLI
Shell
Kernel
Hardware GUl

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made either through the CLI or GUI interfaces.




|OS stored in Flash

>
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Non-volafile storage — not lost when poweris lost
Can be changed or overwritten as needed
Can be used to store multiple versions of 1OS

IOS copied from flash to volatile RAM

Quantity of flash and RAM memory determines |OS that can
be used




Routing
QoS

Intemetwork Operating System for Cisco networking devices

Addressing Interface




Most common methods fo access the Command Line Interface
» Console
» Telnet or SSH

» AUX port
e
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Console port

» Deviceis accessible even if no networking services have been configured
(out-of-band)

Need a special console cable
Allows configuration commands to be entered
Should be configured with passwords to prevent unauthorized access
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Device should be located in a secure room so console port can not be easily
accessed
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Telnet
» Method for remotely accessing the CLI over a network

» Require active networking services and one acftive interface that is
configured

Secure Shell (SSH)

» Remote login similar to Telnet but utilizes more security
» Stronger password authentication

» Uses encryption when tfransporting data

Aux Port :

» Out-of-band connection -/‘2'.'&'8'

» Uses telephone line e

» Can be used like console port ." ‘E“!] e
T —




PuTTY

Software available for

connectingto @ £R PUTTY Configuration el x
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neTworklng deVICe ti,fegglsion Basic options for your PUuTTY session
_v Logging Speciy the destinats u want to connect to
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User EXEC Mode

Limited examination of router,
Remote access.

switch=

The User EXEC mode allows anly
a limited number of basic

monitaring commands and is often
referred to as view-only mode.

Router: I

The Privileged EXEC mode, by
default, allows all monitoring

commands, as well as execution of
configuration and management

commands.

Privileged EXEC Mode

Detailed examination of router. Debugging
and testing. File manipulation. Remote
ACCess,

switch#
Router#




Privileged EXEC Mode

Privileged EXEC Mode
Detailed examination of router, Debugging and testing.|  !0S Prompt Structure

File manipulaton. Remote access.
switoh# Router»ping 192.168.10.5

Routerd§

Router#zhow running-config

l Router (config)#Interface FastEthernst 070

Global Configuration Mode Router ([config-if) #ip address 15Z.168.10.1 Z55.285,255.0

Global configuration commands.

Switch (config) #
Router (config) # The prompt changes to denote the current CLI mode.
¢ Switch>»ping 192.168.10.%
Switchi#ézhow running-config
Other Configuration Modes
Specific service or interface configurations. Surd ok [ £igh # Interfane FastEthemeat 01

switch (config-mods) §
Router {config-mods) ¥ Switch (config-if)#Cescription connection to WEST LAN4




Eouter conl is now available.

Press RETURN to get started.

User Access Verification

Password:

Router:> - User-Mode Prompt
Eouter>enable .

;Z:E:Ec}-‘ | Privileged-Mode
Router#disable

Eouter: (—[ User-Mode Prompt
Router>exit

Router



switch-enable
switchfconfigure terminal

Enter configuration commands, one per line.,

End with CHTL/Z.
awitch{config) finterface vlan 1
switchi{config-if)dexit

switchi{config) bexit
awitchs

switchiconfigure terminal

Enter configuration cormands, one per line.
End with CHTL/Z.

switch{config) fvlan 1

awitchi{config—vlan} fend
switch#

switchfconfigure terminal

Enter configuration commands, one per line,
End with CHTL/Z.

switch{config)fline viy 0 4
awitch{config-line) finterfane fastethernet 0/1
switch{config-if) jend

switchg



Context Sensitive Help

Switch#el? Command options - dizplay
clear clock - a list of commands or
keywords that start with the
characters cl
switch#elock =at 7 Command explanation - the
hh:mm:s= Current Time -=F |03 displays what

command arguments or
variables can be next, and
provides an explanation of
each

Switch#clock =set 19:50:00 %2
£1-31> ©Day cof the month -
MoNTE  Month of the year

Command explanation with
mare than one argument or
variable option

switch#elock set 19:50:00 25 Juna 2012
switch#




Switch#»clock set

¥ Incomplete command.
Switchfclock set 19:50:00
¥ Incomplete command.

Switchic
¥ Ambiguous command: "o

The 1035 returns a help message

indicating that required keywords

or arguments were left off the end
of the command.

The 1035 returns a help message

to indicate that there were not
enough characters entered for the
command interpreter to recognize
the command.

marker.

Switchicleck st 19:50:00 25 &

% Inmvalid input detected at "'

Es

The 105 returns a "* o indicate where the
command interpreter can not decipher the

command.




Some guidelines for naming conventions are that names should:

>
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Start with a letter

Contain no spaces

End with a lefter or digit

Use only letters, digits, and dashes

Be less than 64 characters in length

Without names, network
devices are difficultto
identify for configuration
purposes.

Switch



Hostnames allow
devices to be
identified by
network
administrators
over a network or
the Internet.

Configuring Device Names

Sw-Floor-3

Sw-Floor-2

Sw-Floor-1




The passwords introduced here are:

Enable password - Limits access to the privileged EXEC mode
Enable secret - Encrypted, limits access to the privileged EXEC mode
Console password - Limits device access using the console connection

VTY password - Limits device access over Telnet



» use the enable secret command, not the
older enable password command

» enable secret provides greatersecurity
because the passwordis encrypted

Sw-Floor-lranabla

Sw-Floor-1#

Sw-Floor-l4conf terminal
Sw-Floor-1(config) fenable secret class
Sw-Floor-1(config) #exit

Sw-Floor-1#%

Sw-Floor-l4disable

Sw-Floor-lranabla

Password:

Sw-Floor-1#




Sw-Floor-1{config) #line console 0
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor-1l(config-line) fexit
Sw-Floor-1{config)#
Sw-Floor-1{config) #line vty 0 15
Sw-Floor-1({config-line) fpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor-1({config-line) #

» Console port must be secured
* reduces the chance of unauthorized personnel physically plugging a
cable into the device and gaining device access

= vty lines allow access to a Cisco device via Telnet
« number of vty lines supported varies with the type of device and the 10S
version
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important part of the
legal process in the
eventthat someone
is prosecuted for
breaking into @
device

wording that implies
that alogin is
"welcome" or
invited" is not
appropriate

often used for legal
nofificafion because
it is displayed to all
connected terminals

Limiting Device Access - MOTD Banner

LaB A{config)fbannsr motd # Thizs is a secure systam. authorized soosss oooe!l! ¢

AN al

Thiz configuration
regults in this message
of the day banner.

Delimiting characters are not included in the
message.

Swl-Floor-1 cond i= now available

Freazss BETURN to get started.

—Thiz iz a secure system. Authorized

Acocess ONLY!!!

Taer Access Verification
pasaword:
Swl-Floor-l>esnable
Fazssword:

Swl-Floor-14#




Saving and Erasing the Configuration

[Ewit:h#ahﬂw running-config

Listzs the complete
configuration currenthy
active in RAM.

The active configuration
can be copied to

MW RAN.

<

AT

Switch#show running-config

Building configuraticn...

Current configuration : 2904 bytes

1

! Last configuration change at 00:02:32
OTC Mon Mar 1 1993

1

veraion 15.0

no service pad

service timestamps debug datetime msec
service timestarmps log datetime msec
no service password-encrypbion

1

=putput omitted=
1

[Ewit:h#ﬂnpy running-config startup-config




Each end device on a
network must be
configured with an IP
address

Structure of an IPv4
address is called dotted
decimal

IP address displayed in
decimal notation, with four
decimal numbers between
0 and 255

With the IP address, a
subnet mask is also
necessary

IP addresses can be
assigned to both physical
ports and virtual interfaces

Internet Protocol (TCP/IP) Properties

Genedal l

You can get IP settings astigned automahically ¥ your network supports
thiz capability. Othesvaze. pou need to ask yous network. administrator foe
the appropriste IP setings.

" Dblain an 1P address automatically
(% Use the followang IP address:

IP address: j12.168. 1 , 1
Subret mask | 55.255.255. 0
Defauk gatevsay: |12 168 1 . 99

O :
(5 Use the follovang DNS 1erver addiesses

Prefesied DNS server {172 16 . 55 ,150
Altemate DNS server | 17216 . 55 . 200
Advanced I

2,




Addressing End Devices

Geresal I
Conmect usng:

[m Wek={R) PRO 710D VE Natwork Connection

Corporents checked an vamd by the correcion
¥ B Chert for Micsomoft Network
¥ B File and Prsker Sharirg o Moot Neswods

v 00 CPAF {_
o
For manual static assignments, enter
addresses:

IP Address <i————===8 p.is
Subnet mask i) - Sebns na:
Default gateway =i Dol odene

0%

Cerwd I

You can ot 17 seting: swmignad automstcally i your retwerk, 50013
o cacebily. Ohamvms, you noad ¥ otk your rebword, adminest i lor
e sppropaste 12 setogn

7 Ottsin en IP sdchess asvatcaly

(% U pa tha lodowng 1P acdhess: J
i|ﬂ'.‘ 18 1 1

|25.2% .5 0

[w.' 6. 1 9

- |
~ 1% Lo ther Tedlowing DRS sorwe add
Prsfenred NS servey T2.1% S
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Assigning Dynamic Addresses

Internet Protocol (TCHI®) Properties 2% |

Gererd | Aneriate Coriiguen

You can got 1P seling: asugred sulomatic oy | yous emtwork, suppons
his capaiity Otherwae, you need 10 a5, your networdk. adounal slor o
the appropaate IP setngs

This property will set the device
© Ui 3 1P adions adcmabialy | to obtain an IP address

) Use the todoverg 1P addess l automatically.

(®) Optan DNS server addess auscaancaly
) Usg the lobowirg DNS sarver addessos

[_Advances |

(o [ Coxe ]




Network Error x|

Windows has detected an IP address conflict

Anaother computer on this network has the same IP address as this computer. Contact your network
administrator for help resolving this issue. More details are available in the Windows System event log.

Close I




Thank You



