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All networking equipment depend
» End users (PCs, laptops, sma
» Switches

» Routers

» Wireless access points

» Firewalls

Internetwork Operating System (10S)
» Collection of network operating systems used on devices



Operating System

CLI
Shell
Kernel
Hardware GuUl

User Interface

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made either through the CLI or GUI interfaces.




|IOS stored in Flash

Non-volatile storage — not lost when power is lost
Can be changed or overwritten as needed
Can be used 1o store multiple versions of |OS

|IOS copied from flash to volatile RAM
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Routing
QoS

Intemetwork Operating System for Cisco networking devices

Addressing Interface




Most common methods fo access the Command Line Interface
» Console

» Telnet or SSH

» AUX port
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Console port
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Device is accessible even if no networking services have been configured
(out-of-band)

Need a special console cable
Allows configuration commands to be entered
Should be configured with passwords to prevent unauthorized access

Device sgould be located in a secure room so console port can not be easily
accesse
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Telnet
» Method for remotely accessing the CLI over a network

» Require active networking services and one active interface that is
configured

Secure Shell (SSH)

» Remote login similar to Telnet but utilizes more security
» Stronger password authentication

» Uses encryption when transporting data

Aux Port

» Qut-of-band connection
» Uses telephone line

» Can be used like console port




Software available for

connecting to a
networking device

» PUTTY
» Teralerm
» SecureCRT
» HyperTerminal
» OS X Terminal

g PuTTY Configuration

Category

= Session
" Logging

-)- Terminal
- Keyboard
i Bel
L. Features

I=- Window
i Appearance
i... Behaviour
i Translation
i- Selection
- Colours

= Connection
i Data
P
i Telnet
i Rogin
+- SSH
i Senal

PuTTY

==

Basic options for your PUTTY session

Specify the destination you want to connect to
Host Name {or IP address) Post

22

Connection type

'Raw ) Tehet ) Rlogn @ SSH ) Serial

Load, save or delete 3 stored session
Saved Sessions

Default Settings

i

1

Close window on ext

| Abways Never @ Only on clean ext

Moot ||  Heb

I | Open Cance!




User EXEC Mode

Limited examination of router.
FEemote access.

switchs

The User EXEC mode allows only
a limited number of basic

monitoring commands and is often
referred to as view-only mode.

Router: I

The Privileged EXEC mode, by
default, allows all monitoring
commands, as well as execution of
configuration and management
commands.

Privileged EXEC Mode

Detailed examination of router. Debugging
and testing. File manipulation. Remote
ACCess.

switch#
Routerd




Privileged EXEC Mode

Privileged EXEC Mode
Detailed examination of router, Debugging and testing.|  'OS Prompt Structure

File manipulaton. Remote access.
switch# Router>»ping 192.168.10.5

Routerd

Routerdizhow running-config

l Router (config)#Interface FastEthernet 070

Global Configuration Mode Router (config-if) #ip address 15F.168.10.1 Z55,255.%55.0

Global configuration commands.

switch (config) #
Router {config) # The prompt changes to denote the current CLI mode.
Jv Switch>ping 192.168.10.9
Switchiizhow running-config
Other Configuration Modes

switch (config-modes) #
Router (config-mode) # Switch (config-if) #Cescription connection to WEST LAN4




Ecouter con{ iz now awvailahle.

Press RETURN to get started.

User Access Verification

Pas=sword:

Router:> - User-Mode Prompt
Ecuter>enable -

EZE:ECL( | Privileged-Mode
Focuter#disable

Routers (—[ User-Mode Prompt
Router>exit

Router



switchrenable
switchfconfigure terminal

Enter configuration cormmands, one per line,

End with CHTL/Z.

switchi{config) finterface vlan 1
switch{config-if) dexit
awitch{config} faxit

switch#

switchfconfigqure terminal

Enter configuration cormmands, one per line.

End with CHTL/Z.

switchiconfig) $vlan 1

awitch{config—vlan} fand

Switchg
switchfconfigure terminal
Enter configuration commands, coe per line.
End with CHMTL/Z.
gwitch{config)#line viy 0 4
switch{config-line) finterface fastethernet 0/1
switch{config-if) pend
switchg



Context Sensitive Help

Ewitch#el? Command options - display
clear cleock = a list of commands or
kevwords that start with the

characters cl

switch#clock set ? Command explanation - the

hh:mm:s= cCurrent Time -=F 105 displays what
command arguments or
variables can be next, and
provides an explanation of
each

switchdclock =et 19:50:00 7
#1-31> ©DCay of the month -
MonTHE  Month of the year

Command explanation with
mare than one argument or
variable option

sSwitch#elock set 19:50:00 25 Juna 2012
Switch#




Bwitch#»clock =set

¥ Incomplete command.
Ewitch#clock zet 19:50:00
% Incomplete command.

BEwitchic
% BAmbiguouns command: "o

The 105 returns a help message

indicating that required keywords

or arguments were left off the end
of the command.

The 1035 returns a help message

to indicate that there were not
enough characters entered for the
command interpreter to recognize
the command.

marker.

Switchiecleck set 19:50:00 25 &

% Invalid input detected at '

s

The 105 returns a """ to indicate where the
command interpreter can not decipher the

command.







Some guidelines for naming conventions are that names should:

>
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Start with a letter

Contain no spaces

End with a letter or digit

Use only letters, digits, and dashes

Be less than 64 characters in length

Without names, network
devices are difficult to
identify for configuration
purposes.

Switch



Hostnames allow
devices to be
identified by
network
administrators
over a network or
the Internet.

Configuring Device Names

Sw-Floor-3

Sw-Floor-2

Swe-Floor-1




The passwords introduced here are:

Enable password - Limits access to the privileged EXEC mode
Enable secret - Encrypted, limits access to the privileged EXEC mode
Console password - Limits device access using the console connection

VTY password - Limits device access over Telnet



» use the enable secret command, not the
older enable password command

» enable secret provides greater security
because the password is encrypted

Sw-Floor-lraenable

Sw-Floor-1#%

Sw-Floor-l4#conf terminal
Sw-Floor-1(config) fenable secrat class
Sw-Floor-1(config) fexit

Sw-Floor-1#

Sw-Floor-l#disable

Sw-Floor-lraenable

Password:

Sw-Floor-1#%




Sw-Floor-1({config) #line console 0
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor-1(config-line) fexit
Sw-Floor—1 (config) #
Sw-Floor-1(config)#line vty 0 15
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor-1l(config-line} #

= Console port must be secured
» reduces the chance of unauthorized personnel physically plugging a
cable into the device and gaining device access

= vty lines allow access to a Cisco device via Telnet
« number of vty lines supported varies with the type of device and the IOS
version
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important part of the
legal process in the
event that someone
is prosecuted for
breaking into @
device

wording that implies
that a login is
"welcome" or
"invited" is not
appropriate

often used for legal
notification because
it is displayed to all
connected ferminals

Limiting Device Access - MOTD Banner

LAE A{config)fbanner motd # This is a secure aystem. ruthorized Acocess oupy!!l! #

AN 7

Delimiting characters are not included in the
message.

This configuration
results in this message
of the day banner.

Swl-Floor-1 cond iz now available

Freassz BETURN to get started.

—le Thiz iz a seonre aystem. Anthorized

Access ONLY!!!

Uzer Access Verification
pasaword:
Swl-Floor-lrenable
Fazaword:

Swl-Floor-14#




Saving and Erasing the Configuration

[Ewit:h#ahﬂw running-config

Listz the complete
configuration currenthy
active in RAM.

The active configuration
can be copied to

MW RAN.

<

AT

Switch#show running-config

Building configuraticn...

Current configuration : 2904 bytes

1

! Last configuration change at 00:02:32
OTC Mon Mar 1 1993

1

veraion 15.0

no service pad

service timestamps debug datetime msec
service timestarmps log datetime msec
no service password-encrypbion

1

=putput omitted=
1

[Ewit:h#ﬂnpy running-config startup-config







Each end device on a
network must be
configured with an IP
address

Structure of an IPv4
address is called dofted
decimal

IP address displayed in
decimal notation, with four
decimal numbers between
0 and 255

With the IP address, a
subnet mask is also
necessary

IP addresses can be
osmfgned to both physical
ports and virtual interfaces

Internet Protocol (TCP/IP) Properties .U.’.‘Jx

Gmdl ‘
You can get IP settings sstigned sutomatically § your network supports

ths capabilty. Otheswsze. pou need to ask yous network administrator foe
the appropniate IP sattngs.

" Dblain an 1P address automaticaly
(& Use the followang IP address:

IP address: 12 188 1 |, 1
Subriet mask | 25.255.255. 0
Defauk gatevay |12 168 1 . 93

C O 0
(5 Use the followang DNS 1erver addiesses

Preferred DNS server [ 17216 . 55 150
Altemate DNS server | 172_16 . 55 . 200
Advanced




Addressing End Devices

oco tren Connection Propertes S P
Geresal |
Conmect usng:

[m Wete{R) PRO 10D VE Network Cornection

Conporerts checkead an amd by the cormcson

¥ B Chert for Micsomolt Netecrt

i ) e and Prsker S harig for Micsosolt Neswods

SRR = oo (1077

| .

For manual static assignments, enter r

1%

Geerd |

You can ot 17 seting: swmigned automstcally i your retvert, 500013
a cacebily. Ohamme, o noad ¥ otk your rebword, admirestur lor
e sppropasts 17 setngn

addresses: s Q56 60 IP sdchess arvacaly
(% Upa tha lodowng 1P acdhess:
IP Address ===l p sider 12.165. 1 1
Subnet mask Sy = Scbon nak |25.2% = ©
Default gateway f—t DoaR geney |1 16 1 %
=

~1% Lok the fedowing DNS serve add:
Postesred NS servey %5 150

Lirenake DNS rerver |1r3.|5 w20
Advarced. l

"%

e




Assigning Dynamic Addresses

| l;mmii Protocol (ffl’b”nﬁvﬁo{ ( ?{‘:‘

Gererd | Aberiaie Configumcn

You can got 1P seling: asugrod sulomatic oy | yous emtwork, supponts
Whis capatilty Otherwae, you need 10 a5k, your networdk. adounalr shor or [

et This property will set the device

@ Lbiain an 1P addess adomancaly & | to obtain an IP address
) Use the tolowrg 1P address l automatically.

() Optan DNS sewver addess auscmancaly
O Usg the lolowrg DNS sarver addesies

[ Atances |

(_ox J[ cece |




Network Error x|

Windows has detected an IP address conflict

Another computer on this network has the same IP address as this computer. Contact your network
administrator for help resolving this issue. More details are available in the Windows System event log.




Thank You



