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1.0 Introduction

1.1 Securing Networks

1.2 Network Threats

1.3 Mitigating Threats

1.4 Summary
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• Network security relates directly to an organization's

business continuity.

• Network security breaches can disrupt e-commerce, cause

the loss of business data, threaten people’s privacy, and

compromise the integrity of information.

• These breaches can result in lost revenue for

corporations, theft of intellectual property, lawsuits, and can

even threaten public safety.
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• Threat

• Vulnerability

• Risk

• Mitigation
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Vectors of data loss:

• Email/Social Networking

• Unencrypted Devices

• Cloud Storage Devices

• Removable Media

• Hard Copy

• Improper Access Control
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Outside perimeter security:

• On-premise security officers

• Fences and gates

• Continuous video surveillance

• Security breach alarms

Inside perimeter security:

• Electronic motion detectors

• Continuous video surveillance

• Biometric access and exit sensors
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Upon completion of the section, you should be able to:

• Describe the evolution of network security.

• Describe the various types of attack tools used by hackers.

• Describe malware.

• Explain common network attacks.
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Modern hacking titles:

• Script Kiddies

• Vulnerability Brokers

• Hacktivists

• Cyber Criminals

• State-Sponsored 
Hackers
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Penetration testing tools:

• Password crackers

• Wireless hacking

• Network scanning and hacking

• Packet crafting

• Packet sniffers

• Rootkit detectors

• Forensic

• Debuggers

• Hacking operating systems

• Encryption

• Vulnerability exploitation

• Vulnerability Scanners
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Network hacking attacks:

• Eavesdropping

• Data modification

• IP address spoofing

• Password-based

• Denial-of-service

• Man-in-the-middle

• Compromised-key

• Sniffer
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