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Malware
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Various Types of Malware

A virus is malici
a specific unwanted, often harmful, func
on & computer.
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Viruses




Trojan Horse Classification

Classifications:
« Security software disabler

« Remote-access

- Data-sending

Destroy

« Destructive

« Proxy

. FTP

« DoS
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Initial Code Red Worm Infection

Code Red Worm Infection 19 Hours
Later
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Worm Components

Components:
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Other Malware
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Common Network Attacks




Types of Network Attacks

Data
Modification

Syn Flood

~

Reconnaissance
Access
DoS




Reconnaissance Attacks

Initial query of a target

Ping sweep of the target network

Port scan of active IP addresses

y .
.

Exploitation tools \
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Access Attacks

A few reasons why hackers use access attacks:
« To retrieve data

- To gain access

- To escalate access privileges

A few types of access attacks include:

« Password

« Trust exploitation

« Port redirection

« Man-in-the-middle

« Buffer overflow

« IP, MAC, DHCP spoofing
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Social Engineering Attacks
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Denial of Service (DoS) Attacks

This website is very slow
today!

1/

I'll send so many pings that
the server can't respond to
anyone else.

Intemet

Web Server
www.XYZcorp.com DoS Attacker
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DDoS Attacks

1. Hacker builds a network of infected machines
. A network of infected hosts is called a botnet.
. The compromised computers are called zombies.
. Zombies are controlled by handler systems.

2. Zombie computers continue to scan and infect more targets

3. Hacker instructs handler system to make the botnet of zombies
carry out the DDoS attack
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Mitigating Threats

Defending the Network




Network Security Professionals

Chief Information Officer (CIO) Chief Information Security Officer Security Operations (SecOps)
(CISO)

Chief Security Officer (CSO) Security Manager Network Security Engineer
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Network Security Organizations

| ¢ RIS MITRE

www.cert.org WWW.Sans.org www.mitre.org
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www.infosyssec.org

MULTI-STATE

Information Sharing & Analysis Center

WWww.isc2.0rg msisac.cisecurity.org




Domains of Network Security




Network Security Domains

« Risk assessment

« Security policy

« Organization of information security

« Asset management

« Human resources security

« Physical and environmental security

« Communications and operations management
 Information systems acquisition, development, and maintenance
« Access control

« Information security incident management

« Business continuity management

« Compliance
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Network Security Policy

We must keep in mind that we
The next item on the security

have remote workers. They will
have different access rules than
SNy our onsite employees.

policy that we need to discuss is
the rules for network access.
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Network Security Policy Objectives

1. What do you have that others want?

2. What processes, data, or information
systems are critical to you, your company, or
your organization?

3. What would stop your company or
organization from doing business or fuffilling
its mission?
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Evolution of Network Security Tools

Campus Area Network

Internet

ASA

Firewall Layer 3 Switches

Layer 2 Switches

Weh Server ”
Email Server Hosts
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Centralized Context-Aware Network Scanning Element

Defines security policies based on five parameters:
« Type of device being used for access

« Person’s identity I

- Application in use " ”

« Location
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Security Intelligence Operations

: N
Researchers,

Analysts,
Developers

%% ScanSafe
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Applied Mitigation

Bulletins
ASA ESA WSA
Cisco AnyConnect

ESA

ol

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

26



Mitigating Common Network Threats




Defending the Network

Best practices:

Develop a written security policy.

Educate employees about the risks of social engineering, and develop strategies to
validate identities over the phone, via email, or in person.

Control physical access to systems.

Use strong passwords and change them often.

Encrypt and password-protect sensitive data.

Implement security hardware and software.

Perform backups and test the backed up files on a regular basis.
Shut down unnecessary services and ports.

Keep patches up-to-date by installing them weekly or daily to prevent buffer
overflow and privilege escalation attacks.

Perform security audits to test the network.
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Mitigating Malware




Mitigating Reconnaissance Attacks

Attacker

"‘f
e

Host A Router A Router B

Reconnaissance Attack Mitigation Techniques include:

Implement authentication to ensure proper access.

Use encryption to render packet sniffer attacks useless.
Use anti-sniffer tools to detect packet sniffer attacks.
Implement a switched infrastructure.

Use a firewall and IP5.

Host B
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Mitigating Access Attacks

Using a password based on a dictionary
word may result in someone abusing your
account and misusing our server.

Strong password security

Principle of minimum trust

Cryptography

Applying operating system and application patches
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Mitigating DoS Attacks

IPS and firewalls (Cisco ASAs and ISRs)
Antispoofing technologies
Quality of Service-traffic policing
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Thanks for today




