Addressing the Network — IPv4




Objectives

*  Explain the structure IP addressing and demonstrate the ability to convert
between 8-bit binary and decimal numbers.

*  Given an IPv4 address, classify by type and describe how it is used in the

network
Explain how addresses are assigned to networks by ISPs and within .

networks by administrators

*  Determine the network portion of the host address and explain the role
of the subnet mask in dividing networks.

*  Giuven IPv4 addressing information and design criteria, calculate the
appropriate addressing components.

*  Use common testing utilities to verify and test network connectivity and
operational status of the IP protocol stack on a host.
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IP Addressing Structure

Describe the dotted decimal structure of a binary IP address
and label its parts

e rotoco Gco/m propeties________IIE3 ey
General | assigned me
‘You can get IP settings assigned automatically if your network. supports an IP address
this capability. Othenwise, you need to ask your network administrator for 11000000.1010
the appropriate [P settings. 1000.00000001.
" Dbtain an IP address automatically 00000101
@ Use the following IP address: | Now other
IP address: 192 168. 1 . & hosts can find
Subnet mask: | o | me!

Default gateway: |

€ Obtain DNS servern address autamatically
—(% Use the follawing DNS server addresses;

Preterred DMNS server: |

Alternate DMS server: |

Advanced... |
| 0K I Cancel |

IP version 4 (IPv4) is the current form of addressing used on the Internet.




IP Addressing Structure

* Describe the general role of 8-bit binary in network addressing

and convert 8-bit binary to decimal

IPv4 Addresses

192 . 168 . 10 . 1

11000000 11000000 11000000 11000000

The computer using this IP address is on network
192.168.10.0.




IP Addressing Structure

Binary To Decimal Conversion

° RS
Exponent 2MNT 2706 2M8 0 274 273 242 271 2A°0
Position 128 64 32 16 8 4 2 1
Bits 1 1 1 1 0 1 0 1
4 1 BYTE /1 Octet
Add these numbers
together 128 +164+ 32 +16 + 0 + 4 + 0 + 1
Decimal 245
A 1in this position A 0 in any position
means 64 is added means that 0 is
to the total. added to the total.
11110101 in Binary = Decimal Number 245




* Convert decimal to 8-bit binary

172>'1287

A ‘— 10000000 put 1 in position 128

Convert
decimal 172 to
binary 10101100

IP Addressing Structure

Decimal to Binary Conversion Steps

1721 8=44
44>-64‘? —’— 44>=327

10100000

put 1 in position 32
44- 32 12

mhs — il — 12582
¢

Ll put 1 in position 8
12 i-tl

_¢_

4>=47

‘; 10101100 put 1 in position 4
4-4=0
ST%P




IP Addressing Structure

* Practice converting decimal to 8-bit binary |

Decimal to Binary Conversion Activity

Given a decimal value, enter the correct
binary values for each positon.

Decimal Value 209

Exponent  277th 2"6th 2"5th 2"4th 2"3rd 2"2nd 2M st 20
Position 128 64 32 16 8 4 2 1

Bit

VA

Enter numbers for these 8 positions.




Classify and Define IPv4 Addresses

| * Name the three types of addresses in the network and describe
the purpose of each type

Address Types
Network Host
10 0 0
Network Address

00001010 0000000 0000000

10 0 0
Broadcast Address

11111111 0000000 0000000

10 0 0
Host Address
00001010 0000000 0000000



Classity and Define IPv4 Addresses |

* Determine the network, broadcast and host addresses for a
oiven address and prefix combination

Given address/prefix of  183.26.103.215 /30

—— For each row, enter the values ... .

Type of Address Enter LAST octetin Enter LAST octet in Enter full address in

binary decimal decimal

Network

Broadcast
First Usable Host Address

REE

Last Usable Host
Address




Classity and Define IPv4 Addresses

* Name the three types of communication in the Network Layer
and describe the characteristics of each type

Limited Broadcast

Source: 172.16.4.1
Destination: 255.255.255.255

) |

Multicast Transmission
Source: 172.16.4.1
Destination: 224.10.10.5

Unicast Transmission

Source: 172.16.4.1
Destination: 172.16.4.253

172.16.4.253

172.16.4.1

172.16.4.2

172.16.4.3

172.16.4.253

172.16.4.253
172.16.4.1

172.16.4.1 g
172.16.4.2 —t

172.16.4.3 172.16.4.2 172.16.4.3 172.16.4.4
R— —ee— 224.10.10.5 224.10.10.5




Classity and Define IPv4 Addresses

* Identity the address ranges reserved for these special purposes
in the IPv4 protocol

TR Reserved IPv4 Address Ranges

Type of Address Usage Reserved IPv4 Address Range RFC
Host Address used for IPv4 hosts 0.0.0.0 to 223.255.255.255 790
Multicast used for multicast groups 224.0.0.0 to 239.255.255.255 1700
Addresses on a local network
Experimental * used for research or 240.0.0.0 to 255.255.255.254 1700
Addresses experimentation 3330
* cannot currently be
used for hosts in
IPv4 networks




Classify and Define IPv4 Addresses

* Identity the historic method for assigning addresses and the

1ssues associated with the method
IP Address Classes

1st octet 1st octet bits Network( ') and Default subnet |Number of possible
range ( Host(H) parts of | mask (decimal |networks and hosts

(decimal) ) address and binary) per network

A 1-127* 00000000- N.H.H.H 255.0.0.0 128 nets (247)
01111111 16,777,214 hosts per
net (2424-2)
B 128-191 10000000- N.N.H.H 255.255.0.0 16,384 nets (2214)
10111111 65,534 hosts per net
(2416-2)
c 192-223 11000000- N.N.N.H 255.255.255.0 2,097,150 nets (2421)
11011111 254 hosts per net
(218-2)
D 224-239 11100000- NA (multicast)
11101111
E 240-255 11110000- NA (experimental)
11111111

** All zeros {0) and all ones (1) are invalid hosts addresses.




Private Addresses

The private address blocks are:

10.0.0.0 to 10.255.255.255 (10.0.0.0 /8)

172.16.0.0 to 172.31.255.255 (172.16.0.0 /12)

192.168.0.0 to 192.168.255.255 (192.168.0.0 /16)




Assigning Addresses

* Explain the importance of using a structured process to assign
IP addresses to hosts and the implications for choosing private
vs. public addresses

IPv4 Address Planning and Assignment
Public and Private Addresses

s
——

Internet




Assigning Addresses

Explain how end user devices can obtain addresses either

statically through an administrator or dynamically through
PHEP

Assigning Dynamic Addresses

Gener | si\)ipeonf ig 7all

You can oot IP settngs assigned sutomatcally § yous network supports indows 1P Conf igurat ion
this capabiity. Dtherwaze, you need to ask your network. administrator for
the apprognate |P settrg:

* Qbtan an IP addess automabcaly (
" Uge the lollowng IP address

l speci NS Sk X . ! woh.rr.con
! IntelCR) PRO/188 VE Network Comnecti
* Optan : ! 99-07-E9-63-CE-53
Lo Using DHCP

These addresses are

assigned dynamically:
IP Address < Lease Obtained
Subnet mask «
Default gateway <
DHCP server S

day, Decenber 28, 2006 10:50:49

Lease Expire : Pecenber 29, 2006 10:50:4% &




Assigning Addresses

* Explain which types of addresses should be assigned to
devices other than end user devices

Devices IP Address Ranges

_ First Address Last Address Summary Address

Network Address 17216.x.0 ...

I I 172.16.x.0 /25
User hosts (DHCP pool) 172.16.x.1 172.16.x.127
m 172.16.x.128 172.16.x.191 172.16.x.128 /26

Peripherals 172.16.x.192 172.16.x.223 172.16.x.192 /27
Networking devices 172.16.x.224 172.16.x.253

Router (gateway) 172.16.x.254 | 172.16.x.224 127

Broadcast 172.16.x.255 ...

172.16.2.0 124 |




Assigning Addresses

* Describe the process for requesting IPv4 public addresses, the
role ISPs play in the process, and the role of the regional

agen_cﬂ_e,s_thzj_m_anage 1P _address ‘r‘PgiQﬁ’iPQ

Entities that Oversee IP Address Allocation

Global IANA
Regional AfriNIC APNIC LACNIC ARIN RIPE NCC
Internet Alfrica Asia/ Latin North Europe,
Registries  Region Pacific America America Middle East,
Region And Region Central Asia
Caribbean Region
Region




Assigning Addresses

* Identify several changes made to the IP protocol in IPv6 and
describe the motivation for migrating from IPv4 to IPvo6.

IPv6 Header

Version 6 Traffic Class 8 bits Flow Label 20 bits

Payload Length 16 bits = Next Hdr 8 bits  HopLimit 8 bits

Source
3ffe:6aB88:85a3:08d3:1319:8a2e:0370:7344
Address
2001:0db8:0000:0000:0000:0000:1428:57ab Destination
Address
RRRTERE —
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Subnetting

ISubnetting allows for creating multiple logical
‘Vetworks from a single address block. Since

e use a router to connect these networks
| together, each interface on a router must have
a unique network ID.




Calculating Addresses

* Use the subnet mask to divide a network into smaller networks
and describe the implications of dividing networks for network
plaﬂﬂefs

Borrowing Bits for Subnets

Only one network address is available.

192.168.1.0 (/24) Address: 11000000.10101000.00010100.00000000
1 255.255.255.0 Mask: 11111111.111111311.11111111.00000000

Network portion of the address

Borrow a bit from the
host portion.

With subnetting, two network addresses are

available. /

192.168.1.0 (/25) Address: 11000000.10101000.00010100.00000000

1 255.255.255.128 Mask: 11111111.1111311311.11111111.10000000
192.168.1.128 (/25) Address: 11000000.10101000.00010100.10000000
2 255.255.255.128 Mask: 11111111.1111311311.11111111.10000000

I

Increase the network portion of the address




Calculating Addresses

* Extract network addresses from host addresses using the
subnet mask

Subnetting
Allocate largest

Corporate HQ = 500 I blocks first.
| I L | y

172.16.0.0 /23 —

— u Legal Office = 20
ggg WAN3 =2 . 172.16.3.64 /27

Corporate HQ

Legal Offlce

WAN1 =2 WAN2 =2

% “Vg -
m E Sales Offlcego

HR Office = 50 L —
172.16.2.0 124

172.16.3.0 /26
1 -
HR Office . Sales Office




Calculating Addresses

* Calculate the number of hosts in a network range given an

address and subnet mask

Subnetting a Subnetwork Block

192.168.20.32 /27

192.168.20.0/27

192.168.20.196/ 30 192.168.20.200 /30

192.168.20.192 /30 192.168.20.96 /27

192.168.20.64 /27

Subnet Number Subnet Address
Subnet 0 192.168.20.0/27 Subnet 0 192.168.20.192/30
Subnet 1 192.168.20.32/27 Subnet 1 192.168.20.196/30
Subnet 2 192.168.20.64/27 Subnet 2 192.168.20.200/30
Subnet 3 192.168.20.96/27 Subnet 3 192.168.20.204/30
Subnet 4 192.168.20.128/27 Subnet 4 192.168.20.208/30
Subnet 5 192.168.20.160/27 Subnet 5 192.168.20.212/30
Subnet 6 192.168.20.192/27 — Subnet 6 192.168.20.216/30
Subnet 7 192.168.20.224/27 Subnet 7 192.168.20.20/30




Calculating Addresses

* Given a subnet address and subnet mask, calculate the network
address, host addresses and broadcast address

Activity

Given the host |IP address and the subnet mask, enter the network
address in binary and decimal.

Host Address 10 148 100 54

Subnet Mask 255 255 253 240
Host Address in binary | 00001010 10010100 01100100 00110110
Subnet Mask in binary | 11111111 11111111 11111111 11110000

Network Address in binary

Network Address in decimal




Calculating Addresses

* Given a pool of addresses and masks, assign a host parameter | |
with address, mask and gateway

Given the network address and the subnet mask, enter the number
of possible hosts. Click next to Number of Hosts to enter your

response.
Network Address 10 0 0 0
Subnet Mask 255 255 255 192

Network address in binary | 00001010 00000000 00000000 00000000
Subnet Mask in binary | 11111111 11111111 11111111 11000000

Number of hosts




Calculating Addresses

* Given a diagram of a multi-layered network, address range,

number of hosts in each network and the ranges for each

ranges to each network

Given the network address and the subnet mask, define the range of hosts, the broadcast
address, and the next network address.

Network Address in decimal 10 187 0 0

Subnet Mask in decimal 255 255 224 0
Network address in binary 00001010 10111011 00000000 00000000

Subnet Mask in binary 11111111 11111111 11100000 00000000

First Usable Host IP Address in decimal 1st octet 2nd octet 3rd octet 4th octet

Last Usable Host IP Address in decimal 1st octet 2nd octet 3rd octet 4th octet

Broadcast Address in decimal 1st octet 2nd octet 3rd octet 4th octet

; Next Network Address in decimal 1st octet 2nd octet 3rd octet 4th octet




Testing the Network Layer

* Describe the general purpose of the ping command, trace the

steps of its operation in a network, and use the ping command

Testing Local TCPJIP Stack

Pinging the lecal host confirms that
TCP/IP is installed and working on
the local host.

l C:>ping 127.0.0.1

Pinging 127.0.0.1 causes a device to
ping itself.

- Local Area Connection Properties ﬂﬂ

General |.t’-‘n.uthenticati0n| Auclvanced |

Connect using:

I & Intel(R] PRO/1000 PL Metwark Conn

Thig connection uzes the following items:

% iPaszs Protacal (IEEE 8021« +3.5.1.0 ;I
W] %= Ciscn Discovery Protocol Packet Diiser

Internet Protocal [TCFAF)
| <] % | B

Irngtall... | | rrztall | Properties |

Dezcription
Tranzmiszion Control Protocal/Internet Protocol. The default
wide area nebwork, protocal that provides communication
across diverse interconnected networks,

v Show icon in notification area when connected
v Matify me when this connection haz limited or no connectivity

K Cancel




Testing the Network Layer

* Use ping to verify that a local host can communicate with a

gateway across a local area network
Testing Connectivity to Local Network o

Ping Local Gateway

ECHO REQUEST

10.0.0.254 &

255.255.255.0

Gateway
Address

C:>ping 10.0.0.254
ETF

10.0.0.253
255.255.255.0

Gererdd |

Wigna o ok I aftnage v mgroad ot s f a retbork. puppots
Py s ety Dibewen e pos eeee bl ey somiemph sewetosive i
B appaogreds I wedngn

——»  10.0.0.1

255.255.255.0 2

10.0.0.2 10.0.0.3 1+ [ifinn n P abom adomatcal]
255.255.255.0 255.255.255.0 iR R
10.0.0.1
Host IP Address : : i_1_9_9_9_254_
& g DS e b mutcerate gl
r'\ LA dervmr i
—
—

|
]
E



Testing the Network Layer

* Use ping to verify that a local host can communicate via a
gateway to a device in remote network

Testing Connectivity to Remote LAN
Ping to a remote host

10.0.1.0 FO
10.0.0.0 F1
10.0.0.254 10.0.1.254
255.255.255.0 255.255.255.0

F1 FO

ECHO REQUEST ECHO REPLY

10.0.0.1
255.255.255.0

10.0.1.253
255.255.255.0

10.0.0.253 10.0.1.1

255.255.255.0
10.0.0.2 295.255.255.0 10.0.1.2

] 255.255.255.0 255.255.255.0 —_—




Testing the Network Layer

| ® Use tracert/traceroute to observe the path between two

devices as they communicate and trace the steps of Hemci
: :

tr

Traceroute (tracert) - Testing the Path

10.0.0.1
255.255.255. I
Traceroute ’
192.168.1.2 . ‘

(TTL=4)

192.168.1.2
255.255.255.0

2
B S



Testing the Network Layer

* Describe the role of ICMP in the TCP/IP suite and its impact
on the IP protocol

ICM Ping to a remote host
Routing table

F1 10.0.0.0
FO 10.0.1.0
10.0.0.254 10.0.1.254
255.255.255.0 255.255.255.0

F1 0

Echo reply
10.0.0.1

Echo request
10.0.1.1

2551 3.505.02.;5 0 10.0.0.253 10.0.1.1 g 10.0.1.253
e 0.0.0.2 255.255.255.0 255.255.255.0 S ota 255 955 955.0
255.255.255.0 oo 255.255.255.0 10 0.1 3

S 255.255.255.0 255.255.255.0 ———




Thank you all

|




