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Access Control Lists

(ACLs)
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Using ACLs to Secure Networks

ÅACLs enable you to control traffic into and out of 

your network.

ÅCan be as simple as permitting or denying 

network hosts or addresses.

ÅOr to control network traffic based on the 

TCP port being used.
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Using ACLs to Secure Networks

For Example:

Web HTML 

OK for 

Network A 

but not for 

Network B.
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What is an ACL?

ÅAn Access Control List (ACL) is:

ÅA sequential list of permit or deny statements.

ÅApply to IP addresses (Layer 3 header)

ÅApply to upper-layer protocols (Layer 4 

header).

ÅControls whether a router permits or denies 

packets to pass through the router.

ÅBy default, a router does not have any ACLs.
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The Three Pôs

ÅOne ACL per protocol:

ÅAn ACL must be defined for each protocol enabled on the 

interface. 

ÅOne ACL per direction:

ÅACLs control traffic in one direction at a time on an 

interface.

ÅTwo separate ACLs must be created to control:

ÅInbound Traffic: Traffic coming into the interface.

ÅOutbound Traffic: Traffic leaving an interface. 

ÅOne ACL per interface:

ÅACLs control traffic for an interface (Fa0/0, s0/0/0).
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The Three Pôs

ÅOne Access Control List per protocol.

ÅOne Access Control List per direction.

ÅOne Access Control List per interface.

ÅHow many possible ACLs?

Å3 protocols X 2 directions X 2 ports

ÅPossibility of 12 separate lists.

ÅNote that the same list can be used on multiple 

interfaces.

Fa0/0 S0/0/0
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How ACLs Work

ÅWe have to assign the list of ACLs to the interface and 

specify the direction of the traffic to be checked.

Inbound

ACL
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How ACLs Work

ÅACL statements are processed in a sequential, logical order.

ÅThe logic used to create the list and the order of the list items 

is very important.  

Inbound

ACL
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How ACLs Work

Å If a condition match is true, the packet is permitted or denied 

and the rest of the ACL statements are not checked.

Å If all the ACL statements are unmatched, an implicit deny any

statement is placed at the end of the list by default.

Implicit 

Deny

Inbound

ACL
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How ACLs Work

ÅBefore a packet is forwarded to an outbound interface, the 

router checks the routing table.

ÅNext, the router checks to see whether the outbound 

interface is assigned to an ACL List.

Outbound

ACL
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How ACLs Work

Å If no ACL is present, the packet is forwarded out the 

interface.

Å If an ACL is present, the packet is tested by the combination 

of ACL statements that are associated with that interface. 

Outbound

ACL
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How ACLs Work

ÅThe packet is either permitted (sent to the outbound 

interface) or denied (dropped).

Å If the packet does not meet any of the criteria, it is dropped

(Implicit Deny).

Outbound

ACL Implicit 

Deny
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How ACLs Work

ÅAccess list statements operate in sequential, logical order. 

ÅThey evaluate packets from the top - down.

ÅOnce there is an access list statement match, the router 
skips the rest of the statements. 

Å If a condition match is true, the packet is permitted or denied.

ÅThere can be only one access list per protocol, per interface. 

ÅThere is an implicit deny any at the end of every access 
list.

ÅACLs do not block packets that originate within the router.
(i.e. pings, telnets, ssh, etc.)
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Types of Cisco ACLs

ÅTwo types:

ÅStandard ACLs:

ÅStandard ACLs allow you to permit or deny traffic 

based on the source IP addresses. 

ÅThe destination of the packet and the ports involved 

do not matter. 

ÅPermit all traffic from network 192.168.30.0/24 

network. 

ÅBecause of the implied "deny any" at the end, all other 

traffic is blocked with this ACL.
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Types of Cisco ACLs

ÅTwo types:

ÅExtended ACLs:

ÅExtended ACLs filter IP packets based on several 

attributes;

ÅProtocol type, source and/or destination IP 

address, source and/or destination TCP or UDP 

ports.

ÅPermits traffic originating from any address on the 

192.168.30.0/24 network to any destination host 

port 80 (HTTP). 
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Numbering and Naming ACLs

ÅUsing numbered ACLs is an effective method for determining 

the ACL type on smaller networks with more homogeneously 

defined traffic.



CCNA4-17 Chapter 5

Numbering and Naming ACLs

ÅWhen configuring ACLs on a router, each ACL must be 

uniquely identified by assigning a number.

access list 8 permité

access list 8 permité

access list 8 permité

access list 8 permité

access list 1 permité

access list 2 permité

access list 3 permité

access list 4 permité

One group numbered 8 Multiple groups
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Numbering and Naming ACLs

ÅUsing named ACLs:

ÅA numbered ACL does not tell you the purpose of the list.

ÅStarting with Cisco IOS Release 11.2, you can use a 

name to identify a Cisco ACL. 
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Where to Place ACLs

ÅACLs can act as firewalls to filter packets and eliminate 

unwanted traffic.

ÅEvery ACL should be placed where it has the greatest 

impact on efficiency. 

ÅThe basic rules are:

ÅStandard ACLs do not specify a destination address. 

Place them as close to the destination as possible. 

ÅExtended ACLs are located as close as possible to 

the source of the traffic denied.

ÅUndesirable traffic is filtered without crossing the 

network infrastructure.
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Access Control Lists

Configuring Standard ACLS
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Configuring a Standard ACL

ÅTo configure a standard ACL you must:

ÅCreate the standard ACL 

ÅActivate the ACL on an interface.

ÅThe access - list global configuration command 

defines a standard ACL with a number in the range of 

1 to 99 or 1300 to 1399. 


