Access Control Lists
(ACLS)
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Using ACLs to Secure Networks

A ACLs enable you to control traffic into and out of
your network.

ACan be as simple as permitting or denying
network hosts or addresses.

AQr to control network traffic based on the
TCP port being used.
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Using ACLs to Secure Networks

Frame Header 2ac Data Segment
(For example HDLC) (TCP Headgr)

For Example:
Web HTML
OK for Asking for Port
80 services?
Network A
but not for
Network B.
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What is an ACL?
B
A An Access Control List (ACL) is:
A A sequential list of permit or deny statements.

A Apply to IP addresses (Layer 3 header)

A Apply to upper-layer protocols (Layer 4
header).

A Controls whether a router permits or denies
packets to pass through the router.

A By default, a router does not have any ACLs.
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The Three POS

A One ACL per protocol:

A An ACL must be defined for each protocol enabled on the
Interface.

A One ACL per direction:

A ACLs control traffic in one direction at a time on an
Interface.

A Two separate ACLs must be created to control:
A Inbound Traffic: Traffic coming into the interface.
A Outbound Traffic: Traffic leaving an interface.
A One ACL per interface:
A ACLs control traffic for an interface (Fa0/0, s0/0/0).
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AppleTalk AppleTalk
One list per interface. per direction, and per protocol

AOne Access Control List per protocol.
AOne Access Control List per direction.
AOne Access Control List per interface.
A How many possible ACLs?
A 3 protocols X 2 directions X 2 ports
A Possibility of 12 separate lists.

A Note that the same list can be used on multiple
Interfaces.
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How ACLs Work

Inbound
ACL

Permit
(to destination interface)

A We have to assign the list of ACLs to the interface and
specify the direction of the traffic to be checked.
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How ACLs Work

Inbound
ACL

Permit
(to destination interface)

A ACL statements are processed in a sequential, logical order.

A The logic used to create the list and the order of the list items
IS very important.
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How ACLs Work

Packets to interfaces in
the access group

@ Yes
Inbound Ma
AC L r::
Permit
(to destination interface)
Implicit bock
n

Last
Deny

No (Imp el

A If a condition match is true, the packet is permitted or denied
and the rest of the ACL statements are not checked.

A If all the ACL statements are unmatched, an implicit deny any
statement Is placed at the end of the list by default.
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How ACLs Work

Choose
Outbound

Interface Test
ACL

Inbound

Interface P it Statements Qutbound
Packets ik
Table Interface
Entry? /

O U t b O U n d Discard Packet
ACL

A Before a packet is forwarded to an outbound interface, the
router checks the routing table.

A Next, the router checks to see whether the outbound
interface is assigned to an ACL List.
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Outbound
ACL

How ACLs Work

Choose
Outbound

Test
T Interface es /

ACL
Interface

Packets Routing ‘ Statements Outbound
Table Interface

Entry?

A If no ACL is present, the packet is forwarded out the
Interface.

A If an ACL is present, the packet is tested by the combination
of ACL statements that are associated with that interface.
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How ACLs Work

Choose
Outbound
Interface Test

Inbound ACL

Interface

Packets Routing ‘ Statements Outbound
Table Interface

Entry?

Outbound

ACL 5 — Implicit
] Deny

A The packet is either permitted (sent to the outbound
Interface) or denied (dropped).

A If the packet does not meet any of the criteria, it is dropped

(Implicit Deny).
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How ACLs Work

B e
A Access list statements operate in sequential, logical order.
A They evaluate packets from the top - down.

A Once there is an access list statement match, the router
skips the rest of the statements.

A If a condition match is true, the packet is permitted or denied.
A There can be only one access list per protocol, per interface.

A There is an at the end of every access
list.

A ACLs do not block packets that originate within the router.
(l.e. pings, telnets, ssh, etc.)
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Types of Cisco ACLs

A Two types:
A Standard ACLs:

A Standard ACLs allow you to permit or deny traffic
based on the source IP addresses.

A The destination of the packet and the ports involved
do not matter.

access-list 10 permit 192.168.30.0 0.0.0.255

A Permit all traffic from network 192.168.30.0/24
network.

A Because of the implied "deny any" at the end, all other
traffic is blocked with this ACL.
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Types of Cisco ACLs

A Two types:
A Extended ACLs:

A Extended ACLs filter IP packets based on several
attributes;

A Protocol type, source and/or destination IP
address, source and/or destination TCP or UDP
ports.

access-list 103 permit tcp 192.168.30.0 0.0.0.255 any eq 80

A Permits traffic originating from any address on the
192.168.30.0/24 network to any destination host
port 80 (HTTP).
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Numbering and Naming ACLs
e

Numbered ACL:

You assign a number based on which protocol you want filtered:

+ (1to 99 and "1300 to 1999: Standard IP ACL

(100 to 199) and {2000 to 2699): Extended IP ACL

A Using numbered ACLs is an effective method for determining
the ACL type on smaller networks with more homogeneously
defined traffic.
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Numbering and Naming ACLs

You assign a number based on which protocol you want filtered:

(1to 99 and "1300 to 1999: Standard IP ACL

(100 to 199) and (2000 to 2699): Extended IP ACL

‘Numbered ACL:

A When configuring ACLs on a router, each ACL must be
uniquely identified by assigning a number.

One group numbered 8
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aCCe€esSsS
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Numbering and Naming ACLs
e

Named ACL:

You assign a name by providing the name of the ACL:
Names can contain alphanumeric characters.

It is suggested that the name be written in CAPITAL LETTERS.
Names cannot contain spaces or punctuation and must begin with a letter.
You can add or delete entries within the ACL.

A Using named ACLSs:
A A numbered ACL does not tell you the purpose of the list.

A Starting with Cisco 10S Release 11.2, you can use a
name to identify a Cisco ACL.
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Where to Place ACLS

A ACLs can act as firewalls to filter packets and eliminate
unwanted traffic.

A Every ACL should be placed where it has the greatest
Impact on efficiency.

A The basic rules are:

A Standard ACLs do not specify a destination address.
Place them as close to the destination as possible.

A Extended ACLs are located as close as possible to
the source of the traffic denied.

A Undesirable traffic is filtered without crossing the
network infrastructure.
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Access Control Lists
B

Configuring Standard ACLS
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Configuring a Standard ACL

A To configure a standard ACL you must:
A Create the standard ACL

A Activate the ACL on an interface.

A The access -list  global configuration command

defines a standard ACL with a number in the range of
1 to 99 or 1300 to 1399.
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