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What is Footprinting?

HaCkRhIn0O-TeaM

d Footprinting is the process of collecting as much information as possible about a target network, for identifying
various ways to intrude into an organization’s network system

A Footprinting is the first step of any attack on information systems; attacker gathers publicly available sensitive
information, using which he/she performs social engineering, system and network attacks, etc. that leads to huge
financial loss and loss of business reputation

ldentify
Vulnerabilities
[ ] .

Footprinting allows It reduces attacker’s It allows attacker It allows attackers to
attackers to know the focus area to specific to identify draw a map or outline
external security range of IP address, vulnerabilities in the the target organization’s
posture of the target networks, domain target systems in order network infrastructure

organization names, remote access, to select appropriate to know about the actual
etc. exploits environment that they

are going to break
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Objectives of Footprinting @

Collect ' Collect
Network LY System
Information .. ; Information

Domain name User and group names Employee details
Internal domain names System banners

Metwork blocks

IP addresses of the reachable SNMP information : :
systems Location details

System architecture

Organization's website

Routing tables Company directory

Rogue websites/private wehsites Address and phone numbers

TCP and UDP services running Remote system type Comments i HTML seurce

Access control mechanisms and System names code

ACL's Passwords

Networking protocols
VPN Points i Web server links relevant to

the organization

Security policies implemented

IDSes running

Analog/digital telephone Background of the organization

numbers S MNews articles

Authentication mechanisms Prass releases

System enumeration
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Footprinting through Search
Engines

- Attackers use search engines to extract information about a target such as technology platforms,
employee details, login pages, intranet portals, etc. which helps in performing social engineering
and other types of advanced system attacks

J Search engine caches and internet archives may also provide sensitive information that has been
removed from the World Wide Web (WWW)
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Finding Company’s Public and clEH
Restricted Websites e

Search for the target company’s external
URL in a search engine such as Google,
Bing, etc.

Restricted URLs provide an insight into
different departments and business units
in an organization

You may find a company’s restricted
URLs by trial and error method or using
a service such as
http://www.netcraft.com

Results for microsoft.com

Found 255 sites

Site Site Report First seen

june 2015
[2aF. 14

april 2009

(Tnfl 8 a8 T T T Tl o Tl Tl Tl Ta Cu o T
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Determining the Operating clEn

System il =

Use the Netcraft tool to determine the OSes in use by the target organization

Search Web by Domain — X
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Determining the Operating System
(Cont’d)

hordain

Use SHODAN search engine that lets % SHODAN
you find specific computers (routers,
servers, etc.) using a variety of filters

Pajecl moved

Ca) SHODAN

% SHODAN

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WinD TURBINES.
REFmIGERATORS, VOIP PHONES.

SR ?

Deverorer AP (1 Learn MoORE “ FoLLow MEe

L
R

=
http://www.shodanhg.com |
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Collect Location Information

Google Earth Tools for finding the geographical location

Use Google Earth tool to get the

physical location of the target Google Maps
/ https://maps.google.com

Wikimapia
http.//www.wikimapia.org

National Geographic Maps
http:/Ymaps.nationalgeographic.com

Yahoo Maps
http://maps.yahoo.com

Bing Maps
http://www.bing.com/maps

hittp.//www.google.com
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People Search: Social Networking
Sites/People Search Services

J  Social networking sites are the great source of personal and organizational information
J Information about an individual can be found at various people search websites

d  The people search returns the following information about a person or organization:

& Residential addresses and email addresses & Blog URLs
& Contact numbers and date of birth Satellite pictures of private residencies

& Photos and social networking profiles & Upcoming projects and operating environment

pipl

LELR-F)

G i By Catimsg
Bl & Wplicia Goey Fourdaisn

(=T

http://www.linkedin.com https://pipl.com
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People Search Online Services

AnyWho (4  PeopleSmart

http:/ waw. anywho.com : 1 http:/fwwwepeoplesmart.com

US Search - Veromi
http:/fwnnw. ussearch.com e http:/fuwwwveromi.net

Intelius | PrivateEye
http S wanw intelius.com http:/fwwwe. privateeye.com

411 People Search Now

httpe/wanw. 411, com i http:/fwwnw. peoplesearchnow.com

PeopleFinders - Public Background Checks

http S wanw, peoplefinders.com http:/fwww. publicbackgroundchecks. com
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Gather Information from
CEH

Financial Services e Lot

Financial services provide a useful information about the target company such as the market value
of a company’s shares, company profile, competitor details, etc.




Footprinting through Job Sites

You can gather company’s infrastructure details from

job postings

Enterpise Apglisations Enginee 'BEA

Aboat Us

Since 1954, the Word & Brown Family of Comparies bave been connecting
business 1o ndusory-leading solstions in every area of health mourance and benefits
services,  We've banlt a reputabon for providing brokers, carmers, enplovers,
incividuals and families with access to the services, tools and technobogy that heln
them succeed. We call it providing, “Service of Unequalled Excelmos”

We extend thae tame kel af tandes 1o anr most m'r|'||'|1'|':|11l' Eo LT e
employees! We affer competithve salaries and benefits. but our strength is oo
fanmly cultare. We foster a casual bt hard working emvironment, organize fun
monthly events and repabawly recognize our employees through a vasety of
programs. 'We provide in-house corporate trafning to sharpen shalls so our
employees are not only swecesshl i their cureent jobs, but can follow a career
path. We take prids in promoting from within!

If thus 15 the kand of famgdvy vou would Bos to b= a pat of plr::.e check out s

smplasment opportonity and jain cor team !

Job Descrption:

The Enterprise Applicatons Emgineer’'s role is to plan, mplement, manage,
adminscter and support core business application software for corporate
enterprise needs. Thes inchades, but is ot Emited to: Microsodt 115, Microsoft
Exchange 2010 and Uedhied Messaging, Microsoft SharePomt, Microsoft Great
Plams. Microsoft CRM. Microsoft SOL Server 2005 and 2008, Microzoft Team
Foundation Server 2008 and 2010, Mierosaft SCOM, propristary developed
software and open source appboatons uiized by the company

Job Knowdedge and Skills

Position requarss strong knowdedge of Windows server 2005/ 2008 Acthve
Diwectory admmestrabon and networking (TCPIP verd, DNS aad DHCPY  Must
harve: experience with and stromg working knowledge of Microsoft SQL 2005 and
2008, Microsoft Exchange 2010 messapging systems, Microsoft SharePoine,
Microsoft CRM ond Mocrosoft SC0M. Must have basic programming and
seripting shalls, Prefer C# and Power Shell scriptmg experience. Mot be
knowledgeabl: of server class hardware and Network sfrastrecture best
practices. MCITP EA, werver, messapms, S0L ste and'or MCTS, MCSE
certification prefered. Bachelor degres m Computer Science or Netwock
Engineering, professonal training or equivalent sxpenience

PRSITIGH INFORMATION

Company:
Wird £ Breawn FSUTANCE
Bdmerimir stors o

Locaticn:

Cennge, [k 2668

Job SmiweType:
Ful Tt
Errplies

Job Categony:
TrGaftwan Deve

T celEqFene

industry
FALUFRCH

‘Plork Experiemce:
o be 7 VRIS

Carmer Levei
Enperenned (Moo-Vssager)

Echuealion Levak
Profasasaal

CONTACT INFORMATHON

T v iy
‘Word & Brown imsunance
Aebarmaly b

Belrience Cocls

Operaliang

Look for these:

Job requirements
Employee's profile
Hardware information

Software information

Examples of Job Websites

http://www.linkedin.com
http://www.monster.com
http://www.careerbuilder.com
http://www.dice.com
http://www.simplyhired.com
http://www.indeed.com
http://www.usajobs.gov
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Monitoring Target Using Alerts

Alerts are the content monitoring services that provide up-to-date information based on your
preference usually via email or SMS in an automated manner

Examples of Alert Services

|
Google Alerts - http://www.google.com/alerts

Yahoo! Alerts - http://alerts.yahoo.com

Search query Secunity News

Rocul vpe Everything

once 3 day

How' aflen

FICW many Only the best results

Daliver 1o Eamail.com

CREATE ALERT

Manage your alerts

Giga Alert - http://www.gigaalert.com

Twitter Alerts - https://twitter.com/alerts

Google Aler - Security News it "

Googie Alrs - goognsons parshEones oo 40 M (42 B s -

Hews 10 rew TesUls e Securily Hews

nsban Mepa, 37Eh Exptdilictany Sedurity Ferdes Squadron Fuvay Eaqurby

eammambaer, Transt Conter ot Manas Kvwgstae .

Homeland Security Gencoes STEN07078 300 (0 CalCh

I'-:EIIEJJ"!," Rejalors ha

FI200E 10 pronane alans o

s mocion i i B panded &%ety feslre

Y PREs o na ke W
by comanacil b5 slabed A0 v Toersday

]
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Information Gathering Using

Groups, Forums, and Blogs
|

Groups, forums, and blogs provide

sensitive information about a —
target such as public network O U e
information, system information, :

personal information, etc. :

of B gongiumm i1

Register with fake profiles in Google Google

groups, Yahoo groups, etc. and try
to join the target organization’s - ;
employee groups where they share w. ‘ t My groups E Browse al
personal and company information » '

Grougs
B to puide Ciooghe Gioups ke e seei scted by post deren adimn

= Favinies Al of your SSCUsSONS 1 one place
Ciek on o groay's sine Dngisite wilh lawdited i R, choanir 10 lolioe aliong v emad, and ciachly fidd enad peits
o T ke A R e
tvontes Exprass yourseli
Line rei-aw el ading (o cunames peen pesin with bais, colare and emages
L —
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Frybaasd Bhonculs and & stredmingd Sesi)e mean vbi WIL ol T wiling 1o rid and 0ut imvekeed . Press "7 1
e the Fol st ol st

[ESCUsS o ampwheen
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Footprint Using Advanced Google ClEH
Hacking Techniques el

Query String

Vulnerable Targets

It helps attackers to find vulnerable targets

Google Operators

locate
specific strings of text
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Google Advance Search
Operators

Google supports several advanced operators that help in modifying the search
[cache: ] Displays the web pages stored in the Google cache
[link:] Lists web pages that have links to the specified web page
[related: ] Lists web pages that are similar to a specified web page
[info:] Presents some information that Google has about a particular web page
[site:] Restricts the results to those websites in the given domain

Restricts the results to those websites with all of the search keywords in the title

Restricts the results to those with all of the search keywords in the URL
Restricts the results to documents containing the search keyword in the URL
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Google Hacking Databases (|EH

Coriifbed B Ethical Hachar

CXONCNP™) 1~

ACKING-IATA ASE

[y
F o = 6 3 boothold in iy 4 1
el of quoiies Hap L
3 W an hisp 3 hack BHE 3 foothold i i L
J SHIY

e Hacking Datab Google Dorks

e hackersforchar ity.ord  http:/fwww, exploit-db, com
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Information Gathering Using
Google Advanced Search

Use Google Advanced Sa&rd!ﬂptiﬂﬂ :

to find sites thatmnﬂinﬁhﬂdt
target company’s website

This may extract information such
as partners, vendors, clients, and
other affiliations for target website

With Google Advanced Search
option, you can search web more
precisely and accurately

HaCkRhInO-TeaM

F B seegpe tobunced camen =
Lo oA

Gougle

Advanced Sesarc
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Collect Information through Social c E T
Engineering on Social Networking Sites | ... ..

Attackers use social engineering trick to gather sensitive information
from social networking websites such as Facebook, MySpace, Linkedin,
Twitter, Pinterest, Google+, etc.

Attackers create a fake profile on social networking sites and then use the
false identity to lure the employees to give up their sensitive information

Employees may post personal information such as date of birth, educational
and employment backgrounds, spouses names, etc. and information about
their company such as potential clients and business partners, trade secrets
of business, websites, company’s upcoming news, mergers, acquisitions, etc.

Attackers collect information about employee's interests by tracking their
groups and then trick the employee to reveal more information
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Information Available on Social
Networking Sites

What " | o What , .;
Attacker Gets : :-_-::h‘ Organizations D-n Attacker Gets

| R lcluntact infﬂ! . M " ta' E'I

% location,etc. . L
Friends list, : Connect to &

friendsinfo,etc. - % friends, chatting |-

" Ident|wnfa . Sharephatos .
family members - and videos ' Rer spport
Play games, | S St Platform/technology -

Interests e Y : E ! : :

Background check

Activities > : Creates events to hire employees _

Type of business
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Website Footprinting

Website footprinting refers to monitoring and analyzing the target organization’s

website for information

' Browsing the target website may provide:
' Software used and its version
Operating system used
Sub-directories and parameters
Filename, path, database field name, or query
Scripting platform
Contact details and CMS details

Use Burp Suite, Zaproxy, Paros Proxy, Website
Informer, Firebug, etc. to view headers that provide:
Connection status and content-type
Accept-Ranges
Last-Modified information
X-Powered-By information
Web server in use and its version

T
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Website Footprinting C/EH

(Cont’d) Cortifbed § Evbical Haschar

Examining HTML source provide: Examining cookies may provide:

& Comments in the source code & Software in use and its behavior

Contact details of web developer or admin €@ Scripting platforms used

File system structure

. Sctiptt_gpe

Locally niored daia
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Website Footprinting using
Web Spiders

‘ 8 Web spiders perform automated searches on the target website and collect specified
information such as employee names, email addresses, etc.

e

htto:

caglus  Parsing P2

engineering attacks
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Attackers use the collected information to perform further footprinting and social
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Mirroring Entire Website

Mirroring an entire website onto the local system enables an attacker to browse website offling; it
also assists in finding directory structure and other valuable information from the mirrored copy

without multiple requests to web server

Web mirroring tools allow you to download a website to a local directory, building recursively all
directories, HTML, images, flash, videos, and other files from the server to your computer

HTTrack Web Site Copier SurfOffline
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. Website Mirroring Tools

el BlackWidow &) PageNest
- Igl http:/fsoftbytelabs. com | . J http:/fwuww. pagenest.com

NCollector Studio - Backstreet Browser
http:/fwww calluna-software.com = hittp: /v spadixbd. com

Website Ripper Copier ” Offline Explorer Enterprise

http S wan tensons. com i ' http:fwnw.metaproducts. com

Teleport Pro GNU Wget

http: v, tenmax. com - hitpefwawnw.gnu.org

Portable Offline Browser ' 1 Hooeey Webprint
http/wanw. metaproducts.com http:fwwnwhooseywebprint.com




Extract Website Information from

C|EH

http://www.archive.org i) i

Internet Archive’s Wayback Machine allows you to visit archived versions
of websites
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Monitoring Web Updates Using CEH
Website-Watcher 55| =

Website-Watcher automatically checks web pages for updates and changes
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Web Updates Monitoring Tools

Change Detection fﬁ OnWebChange

http://www.changedetection.com ; http:/fonwebchange.com

Follow That Page Infominder
http:/fwaw followthatpoge.com e 9 http:/fuwww.infominder.com

Page2RSS : TrackedContent

http:/fpage2rss.com 4 4 http:/ftrackedcontent.com

Watch That Page =" Websnitcher

http: ww, watchthatpoge.com | http:/fwebsnitcher.com

Check4Change - Update Scanner

https:/faddons.mozilla.org https:/foddons.mezillo.org
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Footprinting VMiethodology

Footprinting through Search

Engines Competitive Intelligence

Footprinting Using Advanced

Google Hacking Techniques WHOIS Footprinting

Footprinting through Social
Networking Sites

DNS Footprinting

Website Footprinting Network Footprinting

Footprinting through Social

Email Footprinting Engineering
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Collecting Information from clEn
Email Header e e

Delivered=To: - Bgmail.com The address from which
Received: by 10.112.39.167 with SMTP id gig AR R R AR L
S5at, 1 Jun 2013 21:24:01 -0700
Return-Path: < erma@gmail . com>
Recelved-SFF: pass (google.com: damaﬂﬁ of eslgnates 10.£24. 205.137 a=s Fermitted
sender) client-ip=10.224_
Authentication-Fesultsa: in of ermaigmall.com designates
10,224,.205.137 as permi G SFtr.mAi om; dkim=pass
header. i= arma@gmail . com
Received: from mr. GDqle Fﬁ@ [10. 124 LL5;13EFa S 70qab. 39. 1] Pl and Bme recend
R 'y = C._l'a " w
m B
DKIM-Signature: v=1; . } e 2T
d=gmail .com: == .
h=mime-version:in- rEDly to:refere
rCcontent=1T ':r"]'.l'—_"
bh=TGEIPbitiTgfQG+ghhT70kPkx+Tt/iAC1L
b=KguiLTLfg2+QEXzEZKexlNnvRcnD/+P4+NkEN F niGH
blPK3eJ3Uf /CsaBEWDITOXLaKOAGEPIBOL QZMHZerUUgyqu‘xHALSnkEUIEEEthD”
0a9hD59D3eXIBKACT Zmkb]l GzXmV4DIWf fCLE9dRaMBOUoMzRWOWWIib35al I38cqt 1 fP
ZhrWFKhSxSnZXsE73XZPEY zpiyvecCaQuYHENGa 1l KxcOTxQjaZuw+HWK / vRexChDJapZ 4
KBZREYIMRIRFRE+VALZguTYGF2ysoHoUP18yS /C2TXHVARuYamMT /yaovrRCVoEBOgTFREE
JHKzy==
MIME-Version: 1.0
Received: by 10.224.205.137 with SMTP id fqgom §.1040318; - x
Sat, 01 Jun 2013 21:24:00 -0700 (EDT) I Date and time of Aupime mnhetassiencd
Received: by 10.229.230.79 with HTTP: Sat, T00 (PDT)
‘1 Peply To. <CADYNET‘1:dDXLSGEE21hJLQPn- Gmail.gmail.com>
CBL A Tatid nhed B MEVOuhrotr+ THuTcBubplEg@pail .gmail . com
Jun 2F13 ﬁs-fj 59 +0530

hNnO=EMJcgfgX+mUfjB ttZay2dXafmail.gmail.com>
CLUTIONS

& Hirzal( arma@gmail . com>
L
: ANEGMal L . COm,

LUTIONS < : i ona @ gl B = < _erfyahoo.co
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. Email Tracking Tools

Trace Email - Track Email

servioaray - Emall Header Analysis

T v eSS R A
LA W00 Y v R L
Simre e L a2 IP Address: 193 45 215 15 (em-ssmi1-15 mktroute com)
IF Address Country: Linifed States g

IP Continent orh Amenca

IF Address CH‘I' Location: San kiated

IP Address Region: California

IP Addreass Latitude: 37 555

IF Adgress Longtitude: -122 2637
Organizatian: Marketn - Marksto

e o g Ll o 0 20 g Ll gy v (e o b s P ot i S B

] v e Ty s oy e s g ekond s ke bt brir

Email Lookup Map ishewihide)

eMailTrackerPro (http,//www.emailtrackerpro.com)

tonepe T, L gL .. e ’
gl Emall Metiics e . g " ; llwf"'-'.ﬁ.'. Gt 1 f__i"
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i
i Redwood .

[ma)
Pulgas Ridge E“Y oo
Open Space (&

Pregerde

]
Fed Movion
Commamity Park

Emernkd Hills
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PoliteMail (hitp://www.politemail.com)
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Email Tracking Tools

(Cont’d)

Yesware . Zendio

http:/ waw. yesware.com : http:fwwwezendio.com

ContactMonkey | o Pointofmail
https:/fcontactmonkey.com | http:/ S pointofmail.com

Read Notify WhoReadMe

http: S v readnotify.com il http:fwhoreadme. com

DidTheyReadIt E _,'.-. GetNotify

http: S wanwe, didtheyreodit.com f http: v getnotify. com

Trace Email G-Lock Analytics

http:/fwhatismyipaddress.com http:/folockanalytics.com
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