Introduction to Ethical
Hacking

Module 01

Unmask the Invisible Hacker.




. Module Objectives

Overview of Current Security Trends

Understanding the Elements of
Information Security

Understanding Information Security
Threats and Attack Vectors

Overview of Hacking Concepts, Types,
and Phases

Understanding Ethical Hacking Concepts
and Scope

Overview of Information Security
Management and Defense-in-Depth

Overview of Policies, Procedures, and
Awareness

Overview of Physical Security and Controls

Understanding Incident Management
Process

Overview of Vulnerability Assessment and
Penetration Testing

Overview of Information Security Acts and
Laws
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IModule Flow

Information Security
Threats and Attack
Vectors

Information
Security Overview

Hacking Concepts, . Ethical Hacking
Types, and Phases Concepts and Scope

Information . Information Security
Security Controls Laws and Standards
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Internet is Integral Part of Business and Personal Life

-What Happens Online in 60 Seconds

Twitter

Instagram

HaCkRhIn0-TeaM

YouTube Pinterest

2.66
Million
Searches

1.8K WordPress

Posts

67K . 138.8
- . Million

(including

Spam)

Photos
Uploaded

15K § @\ 25k

Songs
Downloaded

88K

Calls

Skype

Items
Purchased

277K

Snaps

Snapchat

http://blog.gmee.com
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Case Study: eBay Data Breach

Records of 145 million user were compromised

Records contained passwords, email addresses,

birth dates, mailing addresses and other personal
information

http:/fuk reuters. com

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Case Study: Google Play Hack

A
7

Google play

A Turkish hacker has brought down
Google Play’s entire system twice,

preventing any downloads or uploads
toit

The hacker uploaded a malformed APK

to Android app database to test a
vulnerability in the application. This caused
Denial of Service on Google Play!

http:/fwallstcheatsheet. com
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Case Study: The Home Depot
Data Breach

56 million debit and credit
card numbers were stolen

Incident occurred due
to custom-built

malware

http:/fkrebsonsecurity.com
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Case Study: JPMorgan Chase

Data Breach
ke

Contact information for 76 million
households and 7 million

small businesses were
compromised

Incident occurred due to attack on
web applications

‘-
"JPMorganChase

http.//dealbook.nytimes.com
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Year of the Mega Breach m

SONY Snrw
S15 M

fimancial loss

Google Google

5M people affected NERT

: ART PAYROLL
7 Benesse  Benesse Holdings Inc. 160,000
20.7M people affected records exposed

eBay JPMorgan Chase 4=
145M people affected 76M people affected -’

Jul Community Health Systems .

kt KT Corp. 4.5M people affected
12M people affected

May | Montana Department of Public Health oo -
Snapchat and Human Services 1.3M people affectad LA
4.eM
people
affected

Michaels 3M people affected Viichoels

Orange
800,000 people affected

>

http:/ffwanw bankinfosecurity.in
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. Data Breach Statistics

There were over 3, 00 7, 682,404 data records lost or stolen since 2013 till Mar-2015

= 332}?3“ = 134,236 2,237 ~ey 37
@ ;T:_ i dc: E;;j records records records
— 2 J;:]_ﬁY - every hour every minute every second

Data Records Lost/Stolen by Industry Breach by Source
3.87% 3.44% II_1.13%

ul Malicious Outsider
e — i Technology o ‘
24.08%

El Retail El Accidental Loss

El Education
El Malicious Insider
B Government

B Financial Bl State Sponsored

Health
B Healthcare B Hacktivist

Source: http //breachlevelindex.com (lan 2014 — Dec 2014)
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Malware Trends in 2014 m

Source code leaks
accelerated malware
release cycles

Old school malware

techniques made
a comeback

Growth of 64-bit
malware increased

Malware researcher

evasion became more
popular

Mobile SMS-forwarding

malware are becoming
ubiquitous

Account takeover moved
to the victim’s device

Attacks on corporate

and personal data in the
cloud increased

Exploit kits continued
to be a primary threat
for Windows

https:/fwww. trusteer. com; http Ywww _sophos.com
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Malware Trends in 2014

Attackers increasingly lure
executives and compromise
organizations via professional
social networks

Java remains highly exploitable and
highly exploited — with expanded
repercussions

Attackers are more interested in
cloud data than your network

The sheer volume of advanced
malware is decreasing

(Cont'd)

Redkit, Neutrino, and other exploit
kits struggled for power in the wake
of the Blackhole Author Arrest

Mistakes are made in “offensive”
security due to misattribution of an
attack’s source

Cybercriminals are targeting the
weakest links in the “data-exchange
chain”

Major data-destruction attacks
are increasing

C

Coriifbed B Ethical Hachar

EY

hitp:/fcommunity. websense com
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Essential Terminology

Hack Value

It is the notion among hackers that something is
worth doing or is interesting

Vulnerability

Existence of a weakness, design, or implementation
error that can lead to an unexpected event
compromising the security of the system

Exploit

A breach of IT system security through
vulnerabilities

Payload

Payload is the part of an exploit code that performs
the intended malicious action, such as destroying,
creating backdoors, and hijacking computer

Zero-Day Attack

An attack that exploits computer application
vulnerabhilities before the software developer
releases a patch for the vulnerability

Daisy Chaining
It involves gaining access to one network and/or
computer and then using the same information to

gain access to multiple networks and computers that
contain desirable information

Doxing

Publishing personally identifiable information
about an individual collected from publicly
available databases and social media

Bot

A “bot” is a software application that can be
controlled remotely to execute or automate
predefined tasks

|
|
|
I
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Elements of Information Security C|EH

Coriifbed B Ethical Hachar

Information security is a state of well-being of information and infrastructure in which the possibility
of theft, tampering, and disruption of information and services is kept low or tolerable

Assurance that the Assurance that the systems responsible Guarantee that the sender of a message
information is accessible for delivering, storing, and processing cannot later deny having sent the

only to those authorized information are accessible when message and that the recipient cannot
to have access required by the authorized users deny having received the message

The trustworthinass of data Authenticity refers to the

or resources in terms of characteristic of a communication,
preventing improper and document or any data that ensures
unauthorized changes the quality of being genuine
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The Security, Functionality, and
Usability Triangle

Level of security in any system can be defined by the strength
of three components:

Moving the ball towards | =X Functionality
security means less >/ 3 (Features)

functionality and usability

Security =R s =1 \ Usability

(Restrictions) 3 ' (GUI)
< Rii==
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Information Security
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Hacking Concepts, . Ethical Hacking
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Information . Information Security
Security Controls Laws and Standards
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Motives, Goals, and Objectives of
Information Security Attacks

Attacks = Motive (Goal) + Method + Vulnerability

A motive originates out of the notion that the target system stores or processes
something valuable and this leads to threat of an attack on the system

Attackers try various tools and attack techniques to exploit vulnerabilities in a
computer system or security policy and controls to achieve their motives

M6

v e
Motives Behind Information Security Attacks

Disrupting business continuity @ Propagating religious or political beliefs

Information theft ® Achieving state's military objectives

Manipulating data Damaging reputation of the target

Creating fear and chaos by disrupting critical

) Taking revenge
infrastructures 8 -
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Top Information Security Attack
Vectors

Cloud
Computing
Threats

Advanced
Persistent
Threats

Viruses
and Worms

Mobile
Threats

Botnet

Insider
Attack

g
Q

& Cloud computing is an on-demand delivery of IT capabilities where sensitive data of
organization’s and clients is stored

2 Flaw in one client's application cloud allow attackers to access other client’s data

APT is an attack that focus on stealing information from the victim machine without the
user being aware of it

Viruses and worms are the most prevalent networking threat that are capable of
infecting a network within seconds

Focus of attackers has shifted to mobile devices due to the increased adoption of mobile
devices for business and personal purposes and comparatively lesser security controls

A botnet is a huge network of the compromised systems used by an intruder to perform
various network attacks

It is an attack performed on a corporate network or on a single computer by an entrusted
person (insider) who has authorized access to the network
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Information Security Threat
Categories

Host A Application 'k

Threats | Threats Threats

Information gathering Malware attacks Improper data/Input

lidati
Sniffing and eavesdropping Footprinting validation

: Authentication and
Spoofing Password attacks Authorization attacks

Session hijacking and Man- PenialSESaies atiauke Security misconfiguration

in-the-Middle attack

ATbliaTy cads SEEHtn Information disclosure

DNS and ARP Poisoning Broken session management

Password-based attacks Uimihiciued scoess Buffer overflow issues

Denial-of-Service attack Privilege escalation Cryptography attacks
Compromised-key attack Backdoor attacks SAL injection

Firewall and IDS attacks Physical security threats Improper error handling and
exception management

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /de kript/ by HaCkRhIn0-TeaM HaCkRhIn0-TeaM




Types of Attacks on a System

A Attackers search for vulnerabilities in an operating system’s design,
Operating installation or configuration and exploit them to gain access to a system

System
Attacks OS Vulnerabilities: Buffer overflow vulnerabilities, bugs in operating system,

unpatched operating system, etc.

Mis- 1 Misconfiguration vulnerabilities affect web servers, application platforms,
configuration databases, networks, or frameworks that may result in illegal access or
Attacks possible owning of the system

Attackers exploit the vulnerabilities in applications running on organizations’

Application- information system to gain unauthorized access and steal or manipulate data
L |
eve
Attacks ' Application Level Attacks: Buffer overflow, cross-site scripting, SQL injection,

man-in-the-middle, session hijacking, denial-of-service, etc.

=2

Attackers exploit default configuration and settings of the off-the-shelf
libraries and code
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. Information Warfare CEH

Cariifiad § Eibizal Hachar

The term information warfare or InfoWar refers to the use of information and communication
technologies (ICT) to take competitive advantages over an opponent

=
Offensive Information Warfare

It refers to all strategies and actions to It refers to information warfare that involves

defend against attacks on ICT assets attacks against ICT assets of an opponent
@rmronnnnngde

Defensive Warfare i ' Offensive Warfare

Prevention Web Application

Deterrence :' _ o Attacks
Web Server
Attacks

Detection Malware Attacks

=
@ .-

Emergency

MITM Attacks
Preparedness

Response System Hacking
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What is Hacking?

Hacking refers to exploiting system vulnerabilities and
compromising security controls to gain unauthorized or
inappropriate access to the system resources

It involves modifying system or application features to
achieve a goal outside of the creator's original purpose

Hacking can be used to steal, pilfer, and redistribute
intellectual property leading to business loss
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Who is a Hacker? C EH

Cortified § Evhical Hachar

03

Intelligent individuals For some Their intention

with excellent hackers, hacking can either be to
computer skills, with is a hobby to see gain knowledge
the ability to create how many or to poke around
and explore into the computers or to do illegal
computer’s software networks they things

and hardware can compromise

Some do hacking with malicious intent behind their escapades, like stealing business data,
credit card information, social security numbers, email passwords, etc.
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Hacker Classes

0 e ]

Black Hats

Individuals with
extraordinary computing
skills, resorting to
malicious or destructive
activities and are also
known as crackers

White Hats

Individuals professing
hacker skills and using
them for defensive
purposes and are also
known as security
analysts

Gray Hats

Individuals who work both
offensively and
defensively at various
times

Suicide Hackers

Individuals who aim to
bring down critical
infrastructure for a "cause"
and are not worried about
facing jail terms or any
other kind of punishment

Script Kiddies

An unskilled hacker who
compromises system by
running scripts, tools, and
software developed by real
hackers

Cyber Terrorists

Individuals with wide range
of skills, motivated by
religious or political beliefs
to create fear by large-scale
disruption of computer
networks

State Sponsored
Hackers

Individuals employed by
the government to
penetrate and gain top-
secret information and to
damage information
systems of other
governments

Hacktivist

Individuals who promote
a political agenda by
hacking, especially by
defacing or disabling
websites
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Hacking Phases: Reconnaissance

Scanning

v
Gaining

Access

Mainta-
ining
Access

Clearing
Tracks

HaCkRhin0-TeaM

J Reconnaissance refers to the preparatory phase where an attacker seeks to
gather information about a target prior to launching an attack

J  Could be the future point of return, noted for ease of entry for an attack when
more about the target is known on a broad scale

J Reconnaissance target range may include the target organization's clients,
employees, operations, network, and systems

Reconnaissance Types

| ActiveReconnaissance

Passive reconnaissance involves 2 Active reconnaissance involves
acquiring information without interacting with the target directly
directly interacting with the target by any means

For example, searching public = Forexample, telephone calls to the
records or news releases help desk or technical department
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Hacking Phases: Scanning

Reconn-
aissance

Gaining
Access

Mainta-
ining
Access

Clearing
Tracks

Scanning refers to the pre-attack phase when the
attacker scans the network for specific information
on the basis of information gathered during
reconnaissance

Scanning can include use of dialers, port scanners,
network mappers, ping tools, vulnerability
scanners, efc.

Port
Scanner

Attackers extract information such as live machines,
port, port status, OS details, device type, system
uptime, etc. to launch attack
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Hacking Phases: Gaining Access

Reconn- Gaining access refers to the point
aissance where the attacker obtains access
to the operating system or

P applications on the computer or
network

The attacker can gain access at
the operating system level,
application level, or network
level

Scanning

Gaining
Access

Mainta-
ining

Examples include
Access

password cracking, buffer

I : The attacker can escalate privileges to ;
HWT/X// overflows, denial of

obtain complete control of the system. : : T

: ) service, session hijacking,
In the process, intermediate systems 5
that are connected to it are also S36
compromised

Clearing
Tracks
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Hacking Phases: Maintaining
Access

Reconn- Maintaining access refers to the phase when the attacker tries
aissance to retain his or her ownership of the system

4

Scanning

Attackers may prevent the system from being owned by other
attackers by securing their exclusive access with Backdoors,
RootKits, or Trojans

Gaining :
Access

”m Attackers can upload, download, or manipulate data,

- I applications, and configurations on the owned system

/

ining
Access

Attackers use the compromised system to launch further

Clearing attacks

Tracks

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Hacking Phases: Clearing Tracks

Reconn-
aissance

4
Scanning

'
Gaining ‘,ﬁ;
Access

Mainta-
ining
Access

Covering tracks refers to the activities carried out by an
attacker to hide malicious acts

The attacker’s intentions include: Continuing access to the
victim’s system, remaining unnoticed and uncaught,
deleting evidence that might lead to his prosecution

The attacker overwrites the server, system, and application
logs to avoid suspicion

Attackers always cover tracks to hide their identity
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What is Ethical Hacking?| C(EH

Coriifbed B Ethical Hachar

Ethical hacking involves the use of hacking tools, tricks, and
techniques to identify vulnerabilities so as to ensure system

security

It focuses on simulating techniques used by attackers to
verify the existence of exploitable vulnerabilities in the

system security

i

Ethical hackers performs security assessment of their organization

r i: ’ with the permission of concerned authorities
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Why Ethical Hacking is Necessary

To beat a hacker, you need to think like one!

Ethical hacking is necessary as it allows to counter attacks from malicious
hackers by anticipating methods used by them to break into a system

e —

-
=V

Reasons why Organizations Recruit Ethical Hackers -

To prevent hackers from gaining access to organization’s information
systems

__._-.."&'-'-"-—
To uncover vulnerabilities in systems and explore their potential
as a risk

...-—-"'""’_r"-_

To analyze and strengthen an organization's security posture including
policies, network protection infrastructure, and end-user practices

R T —
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Why Ethical Hacking is Necessary

(Cont’d)
Ethical Hackers Try to Answer the Following Questions

™

What can the intruder see on the target system? (Reconnaissance and Scanning
phases)

What can an intruder do with that information? (Gaining Access and Maintaining
Access phases)

Does anyone at the target notice the intruders’ attempts or successes?
(Reconnaissance and Covering Tracks phases)

If all the components of information system are adequately protected, updated,
and patched

How much effort, time, and money is required to obtain adequate protection?

= lua
Are the information security measures in compliance to industry and legal ih
standards?
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Skills of an Ethical Hacker

Technical SKkills

Has in-depth knowledge of major
operating environments, such as
Windows, Unix, Linux, and Macintosh

Has in-depth knowledge of networking
concepts, technologies and related
hardware and software

Should be a computer expert adept at
technical domains

Has knowledge of security areas and
related issues

Has “high technical” knowledge to
launch the sophisticated attacks

Non-Technical SKkills

Some of the non-technical characteristics of
an ethical hacker include:

e

Ability to learn and adapt new
technologies quickly

Strong work ethics, and good problem
solving and communication skills

Committed to organization’s security
policies

Awareness of local
standards and laws
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Information Assurance (IA)

J 1A refers to the assurance that the integrity, availability, confidentiality, and authenticity of
information and information systems is protected during usage, processing, storage, and
transmission of information

J Some of the processes that help in achieving information assurance include:

Developing local policy, process, and Creating plan for identified resource
guidance reqguirements

Designing network and user Applying appropriate information
authentication strategy b assurance controls

Identifying network vulnerabilities and Performing certification and
threats accreditation

Identifying problems and resource el Providing information assurance
requirements training

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Information Security Management
Program

J Programs that are designed to enable a business to operate in a state of reduced risk

d It encompasses all organizational and operational processes, and participants relevant
to information security

o Information Security
Management Framework

It is a combination of
well-defined policies, Security Policy
processes,
procedures,
sta ndards, and Risk Te-:hn'tcaf Asset Security Management
guidelines to establish IManagement Ari:i:tlle:i:re Classification and Operations
the required level of

information security

Roles & Responsibilities security Guidelines & Frameworks

Business Resilience

Governance
Compliance

Business Continuity Management Disaster Recovery
=] . X
Training & Awareness

Security Metrics & Reporting
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Threat Modeling

Threat modeling is a risk assessment approach for analyzing security of an application by capturing,
organizing, and analyzing all the information that affects the security of an application

Decompose Application

Helps you to find more relevant
and more detailed threats

Application Overview

Identify th t
entify the components, Identify Threats

E = data flows, and trust )
Identify Security i rie; Identify threats relevant to your control
Objectives scenario and context using the information

Helps to determine how obtained in steps 2 and 3

much effort need to put
on subsequent steps Identify Vulnerabilities

Identify weaknesses related to
the threats found using
vulnerability categories
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Enterprise Information Security
Architecture (EISA)

EISA is a set of requirements, processes, principles, and models that determines the
structure and behavior of an organization’s information systems

EISA Goals

Helps in monitoring and detecting network behaviors in real time acting upon internal and
externals security risks

Helps an organization to detect and recover from security breeches

Helps in prioritizing resources of an organization and pays attention to various threats

Benefits organization in cost prospective when incorporated in security provisions such as incident
response, disaster recovery, event correlation, etc.

Helps in analyzing the procedure needed for the IT department to function properly and
identify assets

Helps to perform risk assessment of an organization IT assets with the cooperation of IT staff
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